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DETAILED ACTION 

1 . Claims 1 -1 5 are pending in this application. 

2. The IDS filed on 1/23/2004 has been considered by the examiner. The IDS filed 
on 1/23/2004 has different inventors and content from the instant application but 
has been considered. 

Claim Objections 

3. The following claims are objected to for lack of antecedent basis. 

■ Considering Claims 1, 5, 7, 8, and 10- line 1 0 recites the limitation, "the 
fixed parts." 

■ Considering Claim 2- line 1 2 recites the limitation, "the fixed parts." 

■ Considering Claim 3- line 1 4 recites the limitation, "the fixed parts." 

■ Considering Claims 4 and 6- line 9 recites the limitation, "the fixed parts." 

■ Considering Claims 9 and 11- line 1 1 recites the limitation, "the fixed 
parts." 

■ Considering Claims 12, 13, 14, and 15- line 13 recites the limitation, "the 
fixed parts." 
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Claim Rejections - 35 USC §112 



The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 



5. Claims 1-15 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

■ Considering Claims 1-15, "counting the inputted plaintext having a value 
of the fixed part included in a set of values of the fixed parts at every set of 
the values of the fixed parts formed of one or a plurality of the values of 
the fixed parts, and storing it as a separate count" is vague and indefinite. 
It is unclear what counting the inputted plaintext means. It is also unclear 
what is meant by the value of the fixed part. The claim only contains a bit 
string and a fixed part . Therefore, the set of values of the fixed parts is 
unclear since there is only one fixed part. The fixed parts formed of 1 or a 
plurality of the values of the fixed parts is unclear. From the claim, there is 
only 1 count being made, therefore, it is unclear what storing it as a 
separate count means. 

■ Considering Claims 5, 9, and 12, U 7, "cipher information required for 
setting the encryption algorithm executed by the encryption apparatus 
main body and counter part setting information required for setting 
information corresponding to the encryption algorithm for the fixed part 
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and the set of the values of the fixed parts and used by the counter part 
based on the indication signal" is unclear. Setting information required for 
setting information is unclear and needs to be explained. The set of 
values of the fixed parts is unclear since there is only one fixed part. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1, 2, 4, 6-8, 10, and 11 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matyas, Jr. et al. (US 5,978,124), hereafter "Matyas," in view of 
Lynn et al. (US 5,444,781 ), hereafter "Lynn". 

7. Considering Claim 1, Matyas discloses a particular plaintext detector for 
detecting whether plaintext to be inputted into a predetermined encryption 
algorithm satisfies a predetermined condition (col. 4- lines 19-23), the particular 
plaintext detector comprising: a receiving part for receiving the plaintext (Fig. 1- 
item 100); a counter part for separating a predetermined part from a bit string 
forming the plaintext into a fixed part and a remaining part into a variable part 
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(Fig. 5), counting the inputted plaintext having a value of the fixed part included in 
a set of values of the fixed parts at every set of the values of the fixed parts 
formed of 1 or a plurality of the values of the fixed parts, and storing it as a 
separate count (Fig. 5- item 503-505, col. 4- lines 31 -55). 
Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined vale as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 

8. Considering Claim 2, Matyas discloses a particular plaintext detector for 
detecting whether plaintext to be inputted into a block encryption algorithm 
satisfies a predetermined condition (col. 4- lines 19-23), the block encryption 
algorithm receiving and stirring plaintext with a key step by step to perform 
encryption and outputting ciphertext (Fig. 1), the particular plaintext detector 
comprising: a receiving part for receiving the plaintext (Fig. 1- item 100); a 
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counter part for separating a predetermined part from a bit string forming the 
plaintext into a fixed part and a remaining part into a variable part (Fig. 5), 
counting the inputted plaintext having a value of the fixed part included in a set of 
values of the fixed parts at every set of the values of the fixed parts formed of 1 
or a plurality of the values of the fixed parts, and storing it as a separate count 
(Fig. 5- item 503-505, col. 4- lines 31-55). 

Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined vale as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 

9. Considering Claim 4, Matyas discloses a filter apparatus for limiting output of 
ciphertext from an encryption algorithm that receives plaintext to output 
ciphertext (Fig. 1, col. 3- lines 33-43), the filter apparatus comprising: a receiving 
part for receiving the plaintext (Fig. 1- item 100); a counter part for separating a 
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predetermined part from a bit string forming the plaintext into a fixed part and a 
remaining part into a variable part (Fig. 5), counting the inputted plaintext having 
a value of the fixed part included in a set of values of the fixed parts at every set 
of the values of the fixed parts formed of 1 or a plurality of the values of the fixed 
parts, and storing it as a separate count (Fig. 5- item 503-505, col. 4- lines 31- 
55). 

Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1 -1 0). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined vale as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 
The combination of Maytas and Lynn discloses a filter apparatus main body for 
outputting the plaintext when a detection signal is not outputted from the 
detecting part (Lynn- Fig. 5, col. 5- lines 63-68, col. 6- lines 1-10), and for holding 
output of the plaintext until it receives a process restart signal for instructing 
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restart of outputting the plaintext when the detection signal is outputted (Maytas- 
col. 8- lines 2-10, Lynn- Fig. 2). 



1 0. Considering Claim 6, Matyas discloses an encryption apparatus for executing an 
encryption algorithm that receives plaintext to calculate ciphertext with a key (Fig. 
1 , col. 3- lines 33-43), the encryption apparatus comprising: a receiving part for 
receiving the plaintext; (Fig. 1- item 100); a counter part for separating a 
predetermined part from a bit string forming the plaintext into a fixed part and a 
remaining part into a variable part (Fig. 5), counting the inputted plaintext having 
a value of the fixed part included in a set of values of the fixed parts at every set 
of the values of the fixed parts formed of 1 or a plurality of the values of the fixed 
parts, and storing it as a separate count (Fig. 5- item 503-505, col. 4- lines 31- 
55). 

Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined value as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
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receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 
The combination of Matyas and Lynn discloses an encryption apparatus main 
body for updating the key used for encryption when a detection signal is 
outputted from the detecting part (Lynn- Fig. 5- item 65). 



1 1 Considering Claim 7, Matyas discloses a ciphertext storing apparatus for 

executing an encryption algorithm that receives plaintext to calculate ciphertext 
with a key (Fig. 1 , col. 3- lines 33-43), and storing the ciphertext (Fig. 6- item 
150), the ciphertext storing apparatus comprising: a receiving part for receiving 
the plaintext (Fig. 1- item 100); a counter part for separating a predetermined part 
from a bit string forming the plaintext into a fixed part and a remaining part into a 
variable part (Fig. 5), counting the inputted plaintext having a value of the fixed 
part included in a set of values of the fixed parts at every set of the values of the 
fixed parts formed of 1 or a plurality of the values of the fixed parts, and storing it 
as a separate count (Fig. 5- item 503-505, col. 4- lines 31-55). 
Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number; a 
ciphertext storing part allowed to store ciphertext; and a ciphertext storing 
apparatus main body for updating the key used for encryption when a detection 
signal is outputted from the detecting part, and for storing partial plaintext being a 
part of the plaintext, the ciphertext, and key reference information allowing 
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reference of the key having been used for encryption in the ciphertext storing 
part. 

Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1-10); a ciphertext storing part allowed to store 
ciphertext (Fig. 4a- items 39,41,43, and 60); and a ciphertext storing apparatus 
main body for updating the key used for encryption when a detection signal is 
outputted from the detecting part (Fig. 5- item 65), and for storing partial plaintext 
being a part of the plaintext, the ciphertext, and key reference information 
allowing reference of the key having been used for encryption in the ciphertext 
storing part (Fig. 4a, Fig. 5- item 65). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal updating the key when the count exceeds a predetermined value and 
storing the necessary information as taught by Lynn for the benefit of enabling 
the variability of the overall security of the transmitter and receiver by providing a 
selection of the number of times each temporal sequence is used in the encoding 
of the data (Lynn- col. 6- lines 22-26). 

12. Considering Claims 8 and 10, are rejected for the same reasons as claims 4 and 
6 stated above. 
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1 3. Considering Claim 11, is rejected for the same reasons as claims 6 and 7 stated 
above. 

Matyas discloses allowing reference of the key having been used for encryption 
in the ciphertext storing part (Fig. 5- item 502). 

14. Claims 3, 14, and 15 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Matyas and Lynn in view of Kasumi Specification. Specification of the 3GPP 
Confidentiality and Integrity Algorithms. Version 1.0, 23 December 1999. pg. 8-17, 

hereafter "KASUMI." 

1 5. Considering Claim 3, Matyas discloses the particular plaintext detector 
comprising: a receiving part for receiving the plaintext (Fig. 1- item 100); a 
counter part for separating 17th to 32nd bits of the plaintext from the plaintext 
into a fixed part and first to 16th bits and 33rd to 64th bits thereof into a variable 
part (Fig. 5, col. 6- lines 16-39), counting the inputted plaintext having a value of 
the fixed part included in a set of values of the fixed parts at every set of the 
values of the fixed parts formed of 1 or a plurality of the values of the fixed parts, . 
and storing it as a separate count (Fig. 5- item 503-505, col. 4- lines 31-55). 
Matyas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
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Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined vale as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 
The combination of Maytas and Lynn does not explicitly disclose a particular 
plaintext detector for detecting whether plaintext to be inputted into a KASUMI 
type encryption algorithm having a stirring step satisfies a predetermined 
condition, the KASUMI type encryption algorithm equal to KASUMI which is a 
block encryption algorithm that receives plaintext, has a plurality of stirring steps 
for stir with a key, and performs encryption step by step to output ciphertext. 
KASUMI does disclose a particular plaintext detector for detecting whether 
plaintext to be inputted into a KASUMI type encryption algorithm having a stirring 
step satisfies a predetermined condition, the KASUMI type encryption algorithm 
equal to KASUMI which is a block encryption algorithm that receives plaintext, 
has a plurality of stirring steps for stir with a key, and performs encryption step by 
step to output ciphertext (p. 8, Section 2. 1 - Introduction, p. 1 0, Section 3- 
KASUMI Operation). 
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Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the combination of Matyas and Lynn 
by detecting whether plaintext is to be inputted into a KASUMI type encryption 
algorithm and performs encryption step as taught by KASUMI for the benefit of 
using an encryption algorithm that will increase the strength of the algorithm and 
is a well known standard in the art. 

16. Considering Claim 14, is rejected for the same reasons as claims 3 and 6 stated 
above. 

1 7. Considering Claim 15, is rejected for the same reasons as claims 3 and 7 stated 
above. 

18. Claims 5, 9, and 12 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Matyas and Lynn in view of Marchant (US 6,094,486). 

19. Considering Claim 5, Matyas discloses the encryption apparatus comprising: a 
receiving part for receiving the plaintext (Fig. 1- item 100); a counter part for 
separating a predetermined part from a bit string forming the plaintext into a fixed 
part and a remaining part into a variable part (Fig. 5), counting the inputted 
plaintext having a value of the fixed part included in a set of values of the fixed 
parts at every set of the values of the fixed parts formed of 1 or a plurality of the 
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values of the fixed parts, and storing it as a separate count (Fig. 5- item 503-505, 
col. 4- lines 31-55). 

Maytas does not disclose a detecting part for outputting a detection signal when 
at least one of the separate counts exceeds a predetermined number. 
Lynn does disclose a detecting part for outputting a detection signal when at 
least one of the separate counts exceeds a predetermined number (Fig. 5, col. 5- 
lines 63-68, col. 6- lines 1 -1 0). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Matyas by outputting a detection 
signal when the count exceeds a predetermined vale as taught by Lynn for the 
benefit of enabling the variability of the overall security of the transmitter and 
receiver by providing a selection of the number of times each temporal sequence 
is used in the encoding of the data (Lynn- col. 6- lines 22-26). 
The combination of Matyas and Lynn discloses an encryption apparatus main 
body for performing the encryption algorithm for encryption when a detection 
signal is not outputted from the detecting part (Lynn- Fig. 5, col. 5- lines 63-68, 
col. 6- lines 1-10), and for holding output of the plaintext when the detection 
signal is outputted (Maytas- col. 8- lines 2-10, Lynn- Fig. 2). 
The combination of Matyas and Lynn does not disclose an encryption apparatus 
for executing an encryption algorithm that receives plaintext to output ciphertext 
in which the encryption algorithm is changeable; an indication signal receiving 
part for receiving an indication signal for indicating an encryption algorithm for 
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new use; and a setting part for outputting cipher setting information required for 
setting the encryption algorithm executed by the encryption apparatus main body 
and counter part setting information required for setting information 
corresponding to the encryption algorithm for the fixed part and the set of the 
values of the fixed parts and used by the counter part based on the indication 
signal, wherein the encryption apparatus main body and the counter part perform 
the settings based on the cipher setting information and the counter part setting 
information. 

Marchant does disclose an encryption apparatus for executing an encryption 
algorithm that receives plaintext to output ciphertext in which the encryption 
algorithm is changeable (Fig. 7- item 456 and 458, col. 2- lines 12-17); an 
indication signal receiving part for receiving an indication signal for indicating an 
encryption algorithm for new use (Fig. 7- item 456); and a setting part for 
outputting cipher setting information required for setting the encryption algorithm 
executed by the encryption apparatus main body and counter part setting 
information required for setting information corresponding to the encryption 
algorithm for the fixed part and the set of the values of the fixed parts and used 
by the counter part based on the indication signal (col. 10- lines 59-67, col. 1 1- 
lines 1-9), wherein the encryption apparatus main body and the counter part 
perform the settings based on the cipher setting information and the counter part 
setting (Fig. 4- item 202 and 204, col. 2- lines 12-17). 
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Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the combination of Matyas and Lynn 
by using a system that has the ability to change the encryption used for each 
string and being able to set it to respond to certain conditions as taught by 
Marchant for the benefit of using a random choice of encryption algorithms on a 
randomly chosen length of a string results in a code that is nearly impossible to 
break (Marchant- col. 3- lines 27-33). 

20. Considering Claim 9, is rejected for the same reasons as claims 4 and 5 stated 
above. 

21 . Considering Claim 12, is rejected for the same reasons as claims 3 and 4 stated 
above. 

22. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matyas, Lynn, KASUMI, and Marchant. 

23. Considering Claim 13, is rejected for the same reasons as claims 3, 4, and 5 
stated above. 
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Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

■ US 2003/01 82435 - plaintext passed through a filter. 

■ US 5,768,276 - using different encryption algorithms. 

■ US 5,958,073 - detection of invalid plaintext entered. 

■ US 6,775,769 -plaintext filter. 

25. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randal D. Moran whose telephone number is 571-270- 
1255. The examiner can normally be reached on M-F: 7:00 - 4:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Randal D. Moran / / 
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